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Engineering Cyber-Physical Systems (CPS) 

• CPS: Integrations of software, electronics, sensing, information, 
intelligence/autonomy, networking, mechanics,  

• Domains: Aerospace, Automotive, Defence, Rail, Utilities, Medical, 
Manufacturing, Exploration, …  

• Engineering challenges: 

– Safety increasingly depends on complex software 

– Networking increases cyber threats to operation and safety 

– Software and electronic design and assurance dominating 
engineering costs 



Safety Lifecycle with Formal Modelling 

 



Formal model-based engineering 

• Lead: Michael Butler  

• Model-based CPS design with Event-B      www.event-b.org 

– All stages – early identification of flaws - reduce costs 

– Hazard/vulnerability analysis and mitigation 

– Provide V&V evidence for high assurance 

• Open source Rodin toolset supporting 

– Incremental modelling 

– Automated formal verification 

– Co-simulation 

– Visualisation 

– Functional test generation/coverage 

– Code generation 
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between,!and!the!behaviour!of,!the!components!of!systems!comprising!both!software!and!digital!electronic!
hardware.!CODA!guides!the!designer!to!embrace!modelling!of!the!entire!system.!Extensive!use!is!made!of!

ADVANCE!technology!including!ProB,!UML*B!and!the!SMT!prover!plug*in.!!

A! recent! application! of!
the! CODA! methodology!
and! tools,! including! tools!

supported! by! ADVANCE,!
analysed! a! slice! of! a!
system’s! functional!
behaviour.! ! The! formal!
modelling!and!verification!
forced! resolution! of!

ambiguities! in! the!
informal! system!
definition,! highlighted! a!
disconnect! between! the!
requirements! levels! and!
ensured!the!problem!was!

completely! understood!
prior! to! implementation.!
Use! of! the! SMT! prover!
plug*in!led!to!a!very!high!
degree!of!automation!in!the!formal!verification.!Animation!of!the!models!using!ProB!helped!to!improve!the!

confidence! of! the! domain! experts! in! the! models.! Overall! the! AWE! team! believe! that! the! addition! of!
mathematical! rigour! through!CODA!and! related!ADVANCE! technology!enhances! their! current!engineering!
practice!and!is!demonstrating!benefits!in!an!incremental!manner.!!

Thales!Experience!of!ADVANCE!tools!

A!group!from!Thales!Transport!has!used!Event*B!and!Rodin!on!an!internal!railway!interlocking!project.!They!

made!strong!use!of!the!UML*B!feature!supported!in!ADVANCE!as!engineers!were!already!familiar!with!UML!
and!this!eased!the!adoption!path.!!A!particular!emphasis!was!placed!on!producing!a!generic!interlocking!model!
that! could! be! instantiated! by! specific! rules! about! route! locking! since! these! rules! can! vary! between! rail!
operators.!!Supported!by!the!Theory!plug*in!of!Rodin,!variability!points!in!the!model!were!represented!by!
different!definitions!of!mathematical!operators!visible!within!the!model.!!Thales!developed!a!feature!model!to!
represent!the!points!of!variability!and!selection!of!specific!features!is!represented!by!selection!of!the!relevant!

theory!definitions.!Generic!safety!properties!are!included!in!the!generic!model,!and!the!Rodin!provers!are!used!
to!verify!that!instantiated!models!satisfy!the!generic!properties.!!For!example,!here!is!a!formalization!of!the!
property!that!a!railway!point!should!not!move!while!it!is!blocked!for!a!route:!

!

Thales!made!strong!use!of!the!ProB!feature!of!Rodin!to!validate!the!Event*B!models!through!animation.!
Visualisations!of!the!ProB!animation!were!developed!to!enable!customers!to!provide!early!feedback!on!the!

validity! of! the! models! instantiated! for!
their!needs.!The!combination!of!proof!and!
visual!animation!is!allowing!for!detection!

of! inconsistencies! in! product!
configurations! early! in! the! development!
process!and!this!is!viewed!by!the!Thales!
team!as!being!highly!beneficial!in!terms!of!
saving!test!and!fix!effort!later.!Thales!have!

also!explored!the!use!of!ProB!to!generate!

The only difference between these two selections are the last variability point "checkPoint_NOTMoving", this variability point is a condition of the BLOCK_POINT command.

              - Customer DEMO X: this customer has selected the Core Asset that check if the point to manually block is moving.

              - Customer DEMO Y: this customer has selected the Core Asset that do not check if the point to manually block is moving .

 

After the selection, both customer will be proved by formal proofs and validated using the model animation.

 

It is important to remark that the Generic model contains the next Safety Invariant:

                          

All the invariants defined in the system has to be preserved, and in this case this invariant means "If a point is blocked, the point can not be moving at the same time"

 

 

FORMAL PROOFS - Proving the Invariant

There is an event "HMI_IXLC_CMD_POINT_BLOCK" that change the status of a point to the status Block. Some conditions have to be checked to be able to execute this
event. One of this condition is "checkPointNOTMoving", the variability point that both customers selected differently.

Without using any data, the consistency between our model behavior can be checked by the Formal Proofs.

 

CASE Customer DEMO X:

            This customer did a selection of a Core Asset "checkPointNOTMoving_REAL" that checks if the point is not moving. If this condition is not fulfilled the Event to block
the point will not be enabled.

            One proof obligation is automatically generated to check if the Event "HMI_IXLC_CMD_POINT_BLOCK" preserves the Safety Invariant.

             CASE Customer DEMO X: as we can see in the picture, if we try to manually block a point that is moving (W_102), we receive a NACK command.

           

                                     

 

           CASE Customer DEMO Y: as we can see in the picture, if we try to manually block a point that is moving (W_102), the command is accepted.

           In this case we the system is in a state with a point moving and blocked at the same time.
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Experience of Applying Rodin in an Industrial 

Environment 

James Sharp, Neil Evans and Helen Marshall 



UoS in industrial projects on SW V&V 

• AWE/UoS:  V&V of safety-critical embedded systems 

• Sandia Labs/UoS:  V&V of safety-critical embedded systems 

• Imagination Technologies/UoS:  V&V of many-core memory transactions 

• DSTL ASUR Programme/Tekever/UoS: V&V of safety of UAV movements  

• SECT-AIR, Aerospace Technology Institute Programme, 3 Year, £10M 

– Methods and Tools for aerospace software V&V 

– Rolls Royce, BAE, GE, MBDA, Selex, Cobham,…, UoS, U. Oxford, U. York,  

• ENABLE-S3,  EU H2020 ECSEL Programme, 3 Year €68M 

– Methods and tools for safety and security of CPS 

– >50 EU partners 

– Thales/UoS: V&V of railway interlocking product families 

 

 

 



Code level Software verification 

• Leads: Dr Gennaro Parlato, Dr Denis Nicole 

• Model checking: algorithms and tools 

• ESBMC   www.esbmc.org 

– SMT model checker for embedded C/C++ software 

– arithmetic under- and overflow, pointer safety, memory 
leaks, array bounds 

– multi-threaded software: atomicity and order violations, 
deadlock and data race 



Internet of Things – IoT@ecs 

• Champion: Dr Geoff Merrett 

• Applications 

– environmental monitoring, condition monitoring of 
infrastructure, … 

• Networked sensing 

• Wireless communications 

• Software and hardware security 

• Embedded intelligence 

• Low power design, energy harvesting 

 



Cyber Security Academy 

• Lead Prof Vladimiro Sassone 

• Industry/University partnership to advance cyber security 
through: 

–  world class research 

– teaching excellence 

– industrial expertise 

– training capacity 

 



Cyber Security research 

 



Cyber Security Academy activities 

 



Power-efficient, Reliable, Many-core Embedded systems 
£5.6M, 2013-2018 

Lead Prof Bashir Al-Hashimi 



Runtime adaptive management 
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Step change in energy reduction and reliability improvement 
through cross-layer system optimisation 
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